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Agenda

 Why test for robustness
* Simulink Fault Analyzer overview

» Systematic safety analysis using simulation
— Failure Mode and Effect Analysis (FMEA)
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Why test for robustness?
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High Integrity Systems

8.4.3.2.2 The correct implementation of the functional and technical requirements at the system level shall
be demonstrated using feasible test methods given in Table 10.

Table 10 — Correct implementation of functional safety and technical
safety requirements at the system level

ASIL
Methods
A B c D
1a | Requirement-based testa ++ ++ ++ 4
1b | Fault injection test® + + ++ -+
1c | Back-to-back test® 0 + + ++

% Arequirements-based test denotes a test against functional and non-functional requirements.

b A fault injection test uses special means to introduce faults into the system. This can be done within the system via a special test
interface or specially prepared elements or communication devices. The method 1s often used to improve the test coverage of the safety
requirements, because dunng normal operation safety mechanisms are not invoked.

© A back-to-back test compares the responses of the test object with the responses of a simulation model to the same stimuli, to
detect differences between the behaviour of the model and its implementation.
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Intrusive Fault Modeling in Simulink
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Simulink Fault Analyzer supports End-to-End safety analysis
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What is Simulink Fault Analyzer?
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Fault Table
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Select tested signal
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Model fault behaviour — built in

Add Fault x

Add a fault to a model element and specify the fault properties. To manage the fault, access e
the fault properties by clicking on the fault badge in the model or by opening the Fault
Table pane.

Basic Properties  Description

p Model element  sldemo_fuelsys/Engine Gas Dynamics/Outport/1 ~lir
Fault name: ego_fault
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Inject fault behavior throughout the simulation.
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Model fault behaviour — custom
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Configure trigger and run
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Fault modeling framework across domains
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What is Failure Mode and Effect Analysis (FMEA)

e Structured Methodology
* |dentify and address potential failures in system
* Anticipate and mitigate failures

e Potential Causes? Potential Effects?

Proactive approach

FMEA bolsters integrity and robustness of designs
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Systematic fault analysys — Safety Analysis Manager

e Link safety artifacts within MATLAB ecosystem (models, faults, requirements, tests)
 Use MATLAB to automate analysis and check for issues

* Validate assumptions using Simulink simulation results
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Simulink Fault Analyzer for End-to-End safety analysis
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